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Wisconsin Department of Agriculture, Trade & Consumer Protection

Free Pizza with a Side of Malware

Release Date: November 7, 2014 Media Contact: Jerad Albracht, 608-224-5007
Jim Dick, Communications Director, 608-224-5020

Editor s Note: An example of a fake Pizza Hut promotional email is included on the second page of
this release.

MADISON — The Wisconsin Department of Agriculture, Trade and Consumer Protection asks
Wisconsin residents to be on the lookout for emails fraudulently advertising free Pizza Hut pizzas.
There is no such promotion and clicking a link in the email may cause you to inadvertently download
malicious software (malware).

The spam emails claim that Pizza Hut is offering free personal pizzas to celebrate its 55" anniversary.
The email has a “Get Free Pizza Coupon” button — do not click this link! Delete the email without
replying or clicking any links in the message.

Scammers often create fake emails that use a company’s logo and color scheme. In the case of the fake
Pizza Hut email, there are clues the email is a scam:

o the email might have gone to your junk folder

o the sender’s email address is not a Pizza Hut email address

o when you hover over the coupon link, it does not show pizzahut.com

o there are no mentions of a free pizza promotion on the official Pizza Hut website

e if you do a search on Pizza Hut’s 55" anniversary, you will find news articles that the company
did offer discounted pizza — but that promotion was last year

o ask yourself if you signed up to get email discounts from this company. If not, it is unlikely that
the company would send you a real discount out of the blue.

For additional information or to file a complaint, visit the Consumer Protection Bureau at
http://datcp.wisconsin.gov, send an e-mail to datcphotline@wisconsin.gov or call the Consumer
Information Hotline toll-free at 1-800-422-7128.

Connect with us on Facebook at www.facebook.com/wiconsumer.
Hit#H

(MORE — scam email example on next page)



55th Anniversary and Free Pizza

From: Pizza Hut_ Microsoft SmartScreen classified this message as junk.

Sent: Wed 10/29/14 9:28 AM

o

Microsoft SmartScreen marked this message as junk and we'll delete it after ten days.

Wait, it's safe! | I'm notsure. Let me check

Pizza Hut

MAKE IT GREAT

Free personal Pan Pizza

Today we are celebrating our 55th anniversary and we want you to
share this celebration with us - you may get a free pizza in any of our

restaurants.

Get Free Pizza Coupon
The offer is valid through November 5th, 2014.
Copyright (c) 2014 | All right reserved | Pizza Hut




